
Combinatorial Coverage 
Measurement 
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Software Failure Analysis
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Software Failure Internals
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Example: altitude_adj == 0 && volume < 2.2   (2-way interaction) 

if ( altitude_adj == 0 ) {

// do something

if ( volume < 2.2)  { faulty code!  BOOM! }

else { good code, no problem}

} else {

// do something else

}
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How about flaws that are harder to find ?
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What about other applications?

Server (green)
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Others?

Browser (magenta)
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Still more?
NASA Goddard distributed database  (light blue)
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Even more?
FAA Traffic Collision Avoidance System module (seeded 

errors)   (purple)
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Finally
Network security (Bell, 2006)        (orange)

0

10

20

30

40

50

60

70

80

90

100

1 2 3 4 5 6

Interactions

%
 d

et
ec

te
d

0

10

20

30

40

50

60

70

80

90

100

1 2 3 4 5 6

Interactions

%
 d

et
ec

te
d

0

10

20

30

40

50

60

70

80

90

100

1 2 3 4 5 6

Interactions

%
 d

et
ec

te
d

0

10

20

30

40

50

60

70

80

90

100

1 2 3 4 5 6

Interactions

%
 d

et
ec

te
d

6�
���������
�
�	�7��������
�
��
	�������
�����
	
����������	��
�	����� 



Fault curve pushed down and right 
as faults detected and removed?

Database  10s (testers)

App       users

Med.       100s

Server    10s of mill.  

Browser  10s of mill.  

TCP/IP   100s of mill.
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Interaction Rule
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How do we use this knowledge in testing?
A simple example



How Many Tests Would It Take?
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A covering array

Each row is a test:

Each column is 
a parameter:
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How does this knowledge help?
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Combinatorial Coverage Measurement 

Tests Variables

a b c d

1 0 0 0 0

2 0 1 1 0

3 1 0 0 1

4 0 1 1 1

Variable pairs Variable-value 
combinations 
covered

Coverage

ab 00, 01, 10 .75

ac 00, 01, 10 .75

ad 00, 01, 11 .75

bc 00, 11 .50

bd 00, 01, 10, 11    1.0

cd 00, 01, 10, 11     1.0
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Graphing Coverage - graphing

100% coverage of 33% of combinations
75% coverage of half of combinations
50% coverage of 16% of combinations 

Bottom line:
All combinations 
covered to at least 50%
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Adding a test

Coverage after adding test [1,1,0,1] 



Adding another test

Coverage after adding test [1,0,1,1]



Additional test completes coverage

Coverage after adding test [1,0,1,0]
All combinations covered to 100% level, 
so this is a covering array.  



Coverage Measurement Tool
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